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1. INTRODUCTION

The importance of securing international peace was recognized by the really great men of former generations. But the technical advances of our times have turned this ethical postulate into a matter of life and death for civilized mankind today, and made the taking of an active part in the solution to the problem of peace a moral duty which no conscientious man can shirk.
(Albert Einstein 1984: 43)

International Security Studies is a hybrid concentration of subjects intended to prepare the student to seek a position in the domestic or international security architecture of the modern world, whether it is in a civil or professional capacity, or in a commercial career, like risk consulting. 


International security is of great value as a quality that should characterize the world we live in, and as such it plays an important role in connection to the Encyclopedia of Life Support Systems. Because only the absence of armed conflict creates the necessary precondition to pursue the policies that can facilitate the development and enhancement of the other systems and mechanisms that facilitate life here on earth. 
This discipline will explore the term “international security” along two main lines of study, and through these two lines an overview of the concept will manifest itself. On the one hand the historical and empirical development in international security will be presented, especially as it concerns itself with important historical events and periods, and how international security was perceived and explored during these periods, leading 
up to a characterization of the conditions for international security today. 
On the other hand will be examined the theoretical development in the study of international security, as well as how the discipline has developed: on what insights it has identified. Finally, the latest theoretical developments will be presented.

Subject of the discipline is international security.
The goal of the discipline – to study international security within contemporary international relations system. 
The objectives of the discipline:
· to form understanding of types of security, such as national security and co-operative security;
· to identify key concepts, including anarchy and balance of power;
· to identify threats to security, from biological weapons to proliferation;
· to reveal responses to these threats, such as arms control and containment;
· to identify terrorist organisations;
· to identify topics related to peace and peacebuilding, such as conflict prevention and war termination;
· to identify key international treaties and arms control initiatives;
· to identify security and intelligence organisations;
· to identify the role of international organisations within international security system.
As a result of studying the discipline student must know:
· the meaning of the term “security”;
· the concept of international security in International Relations;
· processes of global development;
· the meaning of the phenomenon of international security in International Relations.
Be able to:
· Demonstrate and explain comprehensive knowledge of the international system, and the role of security within it.
·  Identify and describe all of the major collective security arrangements in the international system relating to global security.
· Demonstrate specialized knowledge of the political and economic influences that drive security policy formulation and execution.
· Comprehensively identify, describe and analyze the social, economic, and human costs of security.
· Identify, describe and apply a comprehensive knowledge of the decision processes involved in security policy formulations.
· Identify and explain the regional, ethnic and constructivist drivers that underpin security interests.
· Demonstrate their knowledge of the ethical, moral, and religious constructs that govern security.
· Successful students should be able to explain what the State can do to secure itself, its people and its interests in the modern world while being faithful to its cherished ethical and moral values.
 Keywords of the discipline: international security, globalization, cyber threats, IT technologies, terrorism.




















2. THE CONTENT OF THE LECTURES
PART 1. THE IDEA OF SECURITY. THE STATE AS A SECURITY ARRANGEMENT.
Theme 1. 	The value of security.
The value of security. Security as a core value of human life. To be secure according Thomas Hobbes. Key assumptions of security. Normative vs instrumental approaches to security.
Theme 2. 	Security of the state and security of the person.
The study of international relations is fundamentally concerned with relations between states. The state was, in its origins, a security arrangement. important distinction between security of the state and security of the person. Three paradigms of security. National security. International security. Human security. 
Theme 3. 	The state as a security arrangement.
Origins of the state as a security arrangement.  Security of the prince. Security of the people. Nation states and national security. 
PART 2. 	NATIONAL SECURITY: CURRENT ISSUES AND CONTEMPORARY APPLICATION
Theme 4. 	National security policies. 
The reciprocal security obligation between the nation state and its citizens. 	 the kinds of policies associated with national security, national security and deterrence,  national security and anti-terrorist measures, national security in totalitarian states, national security in weak, failed or quasi-states. National security and the war on terror. National security in authoritarian states.
Theme 5. National security and the war on terror. National security in authoritarian states.
Understanding the forms of regional orders in the contemporary international system. Relationships between the actors, power and behaviour of the regional powers, conflicts, cooperation and integration within the given region, and interference from external forces.
Theme 6. Order and International Politics Disorder in International Relations
The nature and stability of the so called post-1945 liberal international order. The democratic principles of constitutional and representative government: losing ground (Luce 2017).

PART 3. NATIONAL SECURITY VERSUS GLOBAL SECURITY
Theme 7. Terrorism.
Evaluate various anti-terrorism policies and programs.  Evaluate different domestic anti-terrorism agencies, programs, and initiatives.  Evaluate different terrorist organizational strategies for logistics, recruitment, and ideological support. Study and perform targeted research into various terrorist organizations and terrorism topics.  Understand and evaluate the various asymmetrical warfare methodologies and their purpose within violence oriented organization.  Understand and describe dark networks and the organizational theory used for terrorist organizations.
Theme 8. Civil War, Insurgency, and Counter-Insurgency.
Civil war, a violent conflict between a state and one or more organized non-state actors in the state’s territory. The definition of civil war. Trends from the mid-20th century. Armed challenges to state authority. Economic causes of civil war.
Theme 9. Globalization impact on security issues.
Economic globalization. Political globalization. Social globalization. New challenges to international security system.















3.	TOPICS OF SEMINARS
Theme 1. 	The value of security.
· explain where the desire for security comes from, and how this desire is reflected in everyday life; 
·  describe the kind of human activities we associate with security;
·  discuss and compare the main international relations approaches to the problem of insecurity;

Theme 2. 	Security of the state and security of the person.
· discuss the relationship between personal security and state security;
·  describe and evaluate security policies in response to the threat of international terrorism.

Theme 3. 	The state as a security arrangement.
· describe and examine why the state is viewed as a formidable security organization;
·  describe and analyse the relationship between popular sovereignty and the security of the people; 
· explain what conditions must be satisfied for the ideal of national security to be achieved.

Theme 4. 	National security policies. 
· describe and examine why the state is viewed as a formidable security organization;
·  describe and analyse the relationship between popular sovereignty and the security of the people;
·  explain what conditions must be satisfied for the ideal of national security to be achieved.

Theme 5. National security and the war on terror. National security in authoritarian states.
· the reciprocal security obligation between the nation state and its citizens;
·  the kinds of policies associated with national security;
·  national security and deterrence;
·  national security and anti-terrorist measures;
·  national security in totalitarian states;
·  national security in weak, failed or quasi-states.


Theme 6. Order and Disorder in International Politics.
· What is international relations order?
· Which is the condition of international politics?
· What is the international system in politics?

Theme 7. Terrorism.

· Terrorism, Security, and the Threat of Counterterrorism;
· National Security and Terrorism .

Theme 8. Civil War, Insurgency, and Counter-Insurgency.

· Violent and Non-Violent Strategies of Counterinsurgency;
· What exactly is a civil war?
· What are the 3 main causes of the Civil War?
· What is civil war example?

Theme 9. Globalization impact on security issues.
· What is the simple meaning of globalization?
· What is globalization and its importance?
· What is globalization and example?
· What is globalization summary within security context.
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PAPER INSTRUCTIONS
The purpose of the  paper is to evaluate your competence in applying theoretical constructs and approaches in the study of world politics to the analysis of issues, processes, and events in the international system.
General Structure of the Paper
The paper is based on the application of a specific theoretical topic covered in the class discussions and the readings to one or more historical cases, issues, or aspects of international politics. A good structure of the paper is the following
a.	Introduction. The introduction lays out the specific research questions, the context of the paper (e.g., systems theory, domestic sources of foreign policy, diplomacy and negotiation, alliances and international organizations, etc.), and  provides a brief overview of the paper. In general, it is a good idea to write the introduction at the end after you have finished the research and spelled out your findings and conclusions. This way, if the paper has a central theme, it is useful to point it out at the outset.
b.	Theory. This section lays out the theoretical framework that guides the case study. It discusses the relevant theoretical literature and derives from it a set of hypotheses that are researched in the next sections. Note: A hypothesis is a statement that entails an expectation of a relationship between two or more factors that needs to be proved or refuted by an empirical analysis.
c.	Narrative of the Historical Case/cases. Brief description of the facts and the historical processes you are studying. Be sure to discuss the actors, the problems, and the facts that are relevant to your analysis, and not provide unnecessary information.
d.	Analysis. This section applies the concepts, approaches, ideas, and methods entailed in the theory you are using on the historical case/cases. Be sure to relate the analysis of the case to specific hypotheses that you had specified in the theory section. The key question here is whether and how the facts of the case support or contradict the hypotheses. Also, it is useful to say something about if and how the theory helps explain seemingly inexplicable aspects of the historical case.
e.	Conclusion. This section summarizes your findings and whatever other conclusions you derived from the research. You can also point out shortcomings or advantages in the theory on the basis of your study of the case. If there are policy implications, please mention them.
f.	Bibliography. List all of the sources you cited or relied upon in the paper, and only those sources that are referenced in the paper. If you used additional sources that were not explicitly referenced in your paper, do not list them in the bibliography.
•	Style. Spend some time thinking on how to organize your paper, how to present your arguments, how to support them, and how to conclude. A well written paper makes for a better grade than a poorly written one.
•	Questions. I encourage creativity in writing, but to be on the safe side, check with your TA any ideas that you think are not really of a standard form that you want to put in your paper. Feel free to discuss your paper with the TA as you engage in research and writing.
Rules of citation
a.	Citing sources in the paper. The general rule for citing or referring to sources in the paper is to use the author’s (or authors’) name/s, the date of publication and  the page numbers in parentheses next to the argument that refers to a particular source. Note the use of commas in the parentheses.

















LIST OF TERMS TO THE DISCIPLINE
Access Control
Access Control ensures that resources are only granted to those users who are entitled to them.
Access Control List (ACL)
A mechanism that implements access control for a system resource by listing the identities of the system entities that are permitted to access the resource. 
Access Control Service
A security service that provides protection of system resources against unauthorized access. The two basic mechanisms for implementing this service are ACLs and tickets.
Access Matrix
An Access Matrix uses rows to represent subjects and columns to represent objects with privileges listed in each cell.
Activity Monitors
Activity monitors aim to prevent virus infection by monitoring for malicious activity on a system, and blocking that activity when possible.
Address Resolution Protocol (ARP)
Address Resolution Protocol (ARP) is a protocol for mapping an Internet Protocol address to a physical machine address that is a correlation between each MAC address and its corresponding IP address recognized in the local network. A table, usually called the ARP cache, is used to maintain. ARP provides the protocol rules for making this correlation and providing address conversion in both directions.
Advanced Encryption Standard (AES)
An encryption standard being developed by NIST. Intended to specify an unclassified, publicly-disclosed, symmetric encryption algorithm.
ARPANET
Advanced Research Projects Agency Network, a pioneer packet-switched network that was built in the early 1970s under contract to the US Government, led to the development of today's Internet, and was decommissioned in June 1990.


Asymmetric Cryptography
Public-key cryptography; A modern branch of cryptography in which the algorithms employ a pair of keys (a public key and a private key) and use a different component of the pair for different steps of the algorithm.
Asymmetric Warfare
Asymmetric warfare is the fact that a small investment, properly leveraged, can yield incredible results.
Authentication
Authentication is the process of confirming the correctness of the claimed identity.
Authorization
Authorization is the approval, permission, or empowerment for someone or something to do something.
Autonomous System
One network or series of networks that are all under one administrative control. An autonomous system is also sometimes referred to as a routing domain. An autonomous system is assigned a globally unique number, sometimes called an Autonomous System Number (ASN).
Border Gateway Protocol (BGP)
An inter-autonomous system routing protocol. BGP is used to exchange routing information for the Internet and is the protocol used between Internet service providers (ISP).
Botnet
A botnet is a large number of compromised computers that are used to create and send spam or viruses or flood a network with messages as a denial of service attack.
Cache
Pronounced cash, a special high-speed storage mechanism. It can be either a reserved section of main memory or an independent high-speed storage device. Two types of caching are commonly used in personal computers: memory caching and disk caching.
Cache Poisoning
Malicious or misleading data from a remote name server is saved [cached] by another name server. Typically used with DNS cache poisoning attacks.

Call Admission Control (CAC)
The inspection and control all inbound and outbound voice network activity by a voice firewall based on user-defined policies.
Collision
A collision occurs when multiple systems transmit simultaneously on the same wire.
Competitive Intelligence
Competitive Intelligence is espionage using legal, or at least not obviously illegal, means.
Computer Emergency Response Team (CERT)
An organization that studies computer and network INFOSEC in order to provide incident response services to victims of attacks, publish alerts concerning vulnerabilities and threats, and offer other information to help improve computer and network security.
Computer Network
A collection of host computers together with the sub-network or inter-network through which they can exchange data.
Confidentiality
Confidentiality is the need to ensure that information is disclosed only to those who are authorized to view it.
Configuration Management
Establish a known baseline condition and manage it.
Cookie
Data exchanged between an HTTP server and a browser (a client of the server) to store state information on the client side and retrieve it later for server use. An HTTP server, when sending data to a client, may send along a cookie, which the client retains after the HTTP connection closes. A server can use this mechanism to maintain persistent client-side state information for HTTP-based applications, retrieving the state information in later connections.
Corruption
A threat action that undesirably alters system operation by adversely modifying system functions or data.

Countermeasure
Reactive methods used to prevent an exploit from successfully occurring once a threat has been detected. Intrusion Prevention Systems (IPS) commonly employ countermeasures to prevent intruders form gaining further access to a computer network. Other counter measures are patches, access control lists and malware filters.
Covert Channels
Covert Channels are the means by which information can be communicated between two parties in a covert fashion using normal system operations. For example by changing the amount of hard drive space that is available on a file server can be used to communicate information.
Crimeware
A type of malware used by cyber criminals. The malware is designed to enable the cyber criminal to make money off of the infected system (such as harvesting key strokes, using the infected systems to launch Denial of Service Attacks, etc.).
Cryptanalysis
The mathematical science that deals with analysis of a cryptographic system in order to gain knowledge needed to break or circumvent the protection that the system is designed to provide. In other words, convert the cipher text to plaintext without knowing the key.
Cryptographic Algorithm or Hash
An algorithm that employs the science of cryptography, including encryption algorithms, cryptographic hash algorithms, digital signature algorithms, and key agreement algorithms.
Domain Hijacking
Domain hijacking is an attack by which an attacker takes over a domain by first blocking access to the domain's DNS server and then putting his own server up in its place.
Domain Name
A domain name locates an organization or other entity on the Internet. For example, the domain name "www.sans.org" locates an Internet address for "sans.org" at Internet point 199.0.0.2 and a particular host server named "www". The "org" part of the domain name reflects the purpose of the organization or entity (in this example, "organization") and is called the top-level domain name. The "sans" part of the domain name defines the organization or entity and together with the top-level is called the second-level domain name.
Domain Name System (DNS)
The domain name system (DNS) is the way that Internet domain names are located and translated into Internet Protocol addresses. A domain name is a meaningful and easy-to-remember "handle" for an Internet address.
Hybrid Attack
A Hybrid Attack builds on the dictionary attack method by adding numerals and symbols to dictionary words.
Hybrid Encryption
An application of cryptography that combines two or more encryption algorithms, particularly a combination of symmetric and asymmetric encryption.
Hyperlink
In hypertext or hypermedia, an information object (such as a word, a phrase, or an image; usually highlighted by color or underscoring) that points (indicates how to connect) to related information that is located elsewhere and can be retrieved by activating the link.
Incident
An incident as an adverse network event in an information system or network or the threat of the occurrence of such an event.
Incident Handling
Incident Handling is an action plan for dealing with intrusions, cyber-theft, denial of service, fire, floods, and other security-related events. It is comprised of a six step process: Preparation, Identification, Containment, Eradication, Recovery, and Lessons Learned.
Incremental Backups
Incremental backups only backup the files that have been modified since the last backup. If dump levels are used, incremental backups only backup files changed since last backup of a lower dump level.
Information Warfare
Information Warfare is the competition between offensive and defensive players over information resources.

Ingress Filtering
Ingress Filtering is filtering inbound traffic.
Input Validation Attacks
Input Validations Attacks are where an attacker intentionally sends unusual input in the hopes of confusing an application.
Integrity
Integrity is the need to ensure that information has not been changed accidentally or deliberately, and that it is accurate and complete.
Integrity Star Property
In Integrity Star Property a user cannot read data of a lower integrity level then their own.
Internet
A term to describe connecting multiple separate networks together.
Internet Control Message Protocol (ICMP)
An Internet Standard protocol that is used to report error conditions during IP datagram processing and to exchange other information concerning the state of the IP network.
Internet Engineering Task Force (IETF)
The body that defines standard Internet operating protocols such as TCP/IP. The IETF is supervised by the Internet Society Internet Architecture Board (IAB). IETF members are drawn from the Internet Society's individual and organization membership.
Internet Message Access Protocol (IMAP)
A protocol that defines how a client should fetch mail from and return mail to a mail server. IMAP is intended as a replacement for or extension to the Post Office Protocol (POP). It is defined in RFC 1203 (v3) and RFC 2060 (v4).
Internet Protocol (IP)
The method or protocol by which data is sent from one computer to another on the Internet.
Internet Protocol Security (IPsec)
A developing standard for security at the network or packet processing layer of network communication.

Internet Standard
A specification, approved by the IESG and published as an RFC, that is stable and well-understood, is technically competent, has multiple, independent, and interoperable implementations with substantial operational experience, enjoys significant public support, and is recognizably useful in some or all parts of the Internet.
Security Policy
A set of rules and practices that specify or regulate how a system or organization provides security services to protect sensitive and critical system resources.
Segment
Segment is another name for TCP packets.
Sensitive Information
Sensitive information, as defined by the federal government, is any unclassified information that, if compromised, could adversely affect the national interest or conduct of federal initiatives.
Separation of Duties
Separation of duties is the principle of splitting privileges among multiple individuals or systems.
Server
A system entity that provides a service in response to requests from other system entities called clients.
Session
A session is a virtual connection between two hosts by which network traffic is passed.
Session Hijacking
Take over a session that someone else has established.
Trojan Horse
A computer program that appears to have a useful function, but also has a hidden and potentially malicious function that evades security mechanisms, sometimes by exploiting legitimate authorizations of a system entity that invokes the program.

Trunking
Trunking is connecting switched together so that they can share VLAN information between them.
Trust
Trust determine which permissions and what actions other systems or users can perform on remote machines.
Trusted Ports
Trusted ports are ports below number 1024 usually allowed to be opened by the root user.
Tunnel
A communication channel created in a computer network by encapsulating a communication protocol's data packets in (on top of) a second protocol that normally would be carried above, or at the same layer as, the first one. Most often, a tunnel is a logical point-to-point link - i.e., an OSI layer 2 connection - created by encapsulating the layer 2 protocol in a transport protocol (such as TCP), in a network or inter-network layer protocol (such as IP), or in another link layer protocol. Tunneling can move data between computers that use a protocol not supported by the network connecting them.
User
A person, organization entity, or automated process that accesses a system, whether authorized to do so or not.
User Contingency Plan
User contingency plan is the alternative methods of continuing business operations if IT systems are unavailable.
Virus
A hidden, self-replicating section of computer software, usually malicious logic, that propagates by infecting - i.e., inserting a copy of itself into and becoming part of - another program. A virus cannot run by itself; it requires that its host program be run to make the virus active.
Zero-day attack
A zero-day (or zero-hour or day zero) attack or threat is a computer threat that tries to exploit computer application vulnerabilities that are unknown to others or undisclosed to the software developer. Zero-day exploits (actual code that can use a security hole to carry out an attack) are used or shared by attackers before the software developer knows about the vulnerability.
Zombies
A zombie computer (often shortened as zombie) is a computer connected to the Internet that has been compromised by a hacker, a computer virus, or a trojan horse. Generally, a compromised machine is only one of many in a botnet, and will be used to perform malicious tasks of one sort or another under remote direction. Most owners of zombie computers are unaware that their system is being used in this way. Because the owner tends to be unaware, these computers are metaphorically compared to zombies.





















USEFUL WEBSITES
International organizations
 United Nations www.un.org is the main homepage
 www.un.org/Docs/sc/ is the site of the Security Council
North Atlantic Treaty Organisation www.nato.int 
Organisation for Security and Cooperation in Europe www.osce.org 
Non-governmental organizations
 End Genocide www.endgenocide.org 
Human Rights Watch www.hrw.org
 International Committee of the Red Cross/Crescent www.icrc.org
International Crisis Group www.crisisgroup.org/home/index.cfm 
Minority Rights Group www.minorityrights.org 
Prevent Genocide www.preventgenocide.org
Research centres, projects and online documentation
 Carnegie Council for Ethics and International Affairs www.cceia.org/
 Center for Defence and International Security Studies www.cdiss.org/ 
Center for Peace and Human Security www.peacecenter.sciences-po.fr/ 
Center for Military and Strategic Studies www.cmss.ucalgary.ca/index.html 
Human Security Center www.humansecuritycentre.org/
 International Institute for Strategic Studies www.iiss.org/
 International Relations and Security Network www.isn.ethz.ch/net/prin/hsc.cfm
Institute for War and Peace Reporting www.iwpr.net/
 Institute on Global Cooperation and Conflict http://igcc.ucsd.edu/
 Terrorism Research Center www.terrorism.com/
 Trudeau Centre for Peace and Conflict Studies www.trudeaucentre.ca/
 Web Genocide Documentation Centre www.ess.uwe.ac.uk/genocide.htm
 Yale University Avalon Project (for international treaties from the sixteenth century to the present) www.yale.edu/lawweb/avalon
LIST OF ABBREVIATIONS USED IN THIS SUBJECT GUIDE
 NATO North Atlantic Treaty Organisation
 OAU Organisation of African Unity
 UK United Kingdom
 UN United Nations
 US United States Of America
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